

Moderador
Notas de la presentación
TRANSCRIPT: Before we start diving into the lessons that Veeam Software has learned in our own journey to GDPR, let’s quickly look at a few important items about GDPR. <click>


Conceptos
fundamentales

Datos personales

Procesamiento

Controlador de datos

Procesador de datos

Individuos de datos

N\

Datos personales
confidenciales

Notificacion

Informacion mediante la cual una persona viva puede ser
identificada

Definido de forma general, es la obtencion, registro o retencion, o
realizacion de cualquier operacion o conjunto de operaciones

Decide los propaositos y la manera en que son procesados los datos

Procesa los datos personales en nombre del controlador de datos

Personas con las que se relacionan datos personales (incluye
empleados)

Subconjunto de datos personales: mayor nivel de cuidado

Presentacion ante la autoridad supervisora en caso de violacion de

datos personales



Moderador
Notas de la presentación
TRANSCRIPT: The most important item you need to learn is the definition of what GDPR considers personal identifiable information also known as PII and also referred to as personal data. PII data is any data that can identify a living individual, and it includes also data which you would not expect immediately such as IP-addresses. <click>
Processing is another definition that is defined very broadly. If you are simply storing data (even if it is from someone else and encrypted, you are actually processing the data.) <click>
Data Controller is the owner of the data and is the person who decides the purpose and how the data is being used and processed. <click>
The data processer is the one that will process, and remember that broad definition, the data on behalf of the data controller. <click>
The data subjects are the persons or individuals to whom the data itself relates. Very important here is to realize that as a company, your employees are also data subjects and need to be threated as such. <click>
Sensitive Personal data is a more strict category from personal data. This could be, for example, DNA data. <click>
Finally, there is the notion of notification. This is important because when there is an issue, you need to alert the correct authorities in due time.
These are just a few concepts but we noticed that some of the concepts are not understood correctly, and that it creates confusion when being on your own journey to GDPR compliance. <click>
 


GDPR: p
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borrar sus datos

© 2018 Veeam Software. Informagdes confidenciais. Todos os direitos reservados. Todos os nomes de marcas registradas sdo propriedades de suas respectivas empresas.

Notifica a las autoridades y a
las personas sobre una
violacion dentro de estrictas
lineas de tiempo

AN
./

Incluye proteccion de datos
en la etapa de disefio para
un nuevo sistema


Moderador
Notas de la presentación
TRANSCRIPT: The 8 symbols on the slide are the key principles of the GDPR important to know.

Stronger enforcement of the rules: data protection authorities will be able to fine organizations who breach the rules up to 4% of their annual global turnover or €20 Million (whichever is greater) for the most serious infringements.

Extended jurisdiction: GDPR applies to all companies processing the personal data of data subjects residing in the European Union, regardless of where the processing takes place who are offering goods or services to EU citizens (paid or free) or monitoring behavior within the EU. Non-Eu businesses processing the data of EU citizens have to appoint a representative in the EU.

Consent: Consent must stand out, use clear language, and include the reason the data is being gathered. It must be simple to both give and withdraw consent.​

A "right to be forgotten": If a person no longer wants their data to be processed, and provided that there are no legitimate grounds for retaining it, the data will be deleted. This is about protecting the privacy of individuals, not about erasing past events or restricting freedom of the press. Note that the right to be forgotten is NOT absolute.

Easier access to one's data: Individuals will have more information on how their data is processed and this information should be available in a clear and understandable way. A right to data portability will make it easier for individuals to transmit personal data between service providers.

The right to know when one's data has been hacked: Companies and organizations must notify the national supervisory authority of data breaches which put individuals at risk within 72 hours and communicate to the data subject all high risk breaches as soon as reasonably possible so that users can take appropriate measures.

Privacy by design: ‘Data protection by design’ means that data protection is included at the start of the design stage for a new system. Controllers can only hold and process data that is absolutely necessary and restrict data access to those who need to process it.

Data Protection Officer (DPO): A DPO is mandatory if there is regular and systematic monitoring of people on a large scale, or related to criminal convictions and offences. There are internal record keeping requirements for all organizations. The DPO is appointed on their skill set, may be a member of staff or an external service provider, report directly to the highest level of management, and cannot carry out any other task that could result in a conflict of interest. <click>




Moderador
Notas de la presentación
TRANSCRIPT: One of our biggest tips we can give, and something you really need to understand very well is that becoming GDPR compliant is not an IT issue alone. Becoming GDPR compliant is something which only can be achieved when different business units work together. IT can be certainly a stakeholder here, but technology cannot be the solution itself. Only by combining workflows, understanding the demands of the different stakeholders and creating and building processes with the different teams will get you compliant. <click>






Moderador
Notas de la presentación
TRANSCRIPT: Another important tip we want to give you is that it is not about EU companies alone. Many organizations worldwide are telling us that GDPR does not apply to them as they are not EU based. But that is not correct. The moment you own personal data of organizations or citizens of the EU, you are obliged to follow the regulation for that data. Basically, if you are an organization outside of the EU, and you don’t want to comply with the regulation, you cannot do business or collect data from any EU organization or citizen, which is probably unlikely in today’s global world. <click>




5 principios basicos importantes que usted mismo
puede usar para lograr el cumplimiento de GDPR

Identifique la informacion de identificacion personal ("PII") que su
organizacion recopila, tiene y quién tiene acceso.

Conozca sus datos

Administre sus datos Establecer las reglas y procesos para acceder y usar PlI

Implementar y garantizar controles de seguridad para proteger la

Proteja sus datos iInformacion y responder a las violaciones de datos

Documente sus procesos, ejecute las solicitudes de datos e informe

Documentar y cumplir cualquier problema o violacion de datos dentro de las pautas

. _ Las organizaciones deben evaluar y probar constantemente sus
Mejoras continuas procedimientos y protocolos existentes y evolucionar y mejorarlos a
medida que nuestro mundo digital evoluciona.



Moderador
Notas de la presentación
TRANSCRIPT: Veeam’s lessons learned from all that work and resources spent can be brought back to 5 lessons or 5 important basic principles that you can use yourself in achieving GDPR compliance. <click>
Principle 1: Identify the Personally Identifiable Information (“PII”) your organization collects, has and who has access. <click>
Principle 2: Establish the rules and processes to access and use PII. <click>
Principle 3: Implement and ensure security controls are in place to protect the information and respond to data breaches <click>
Principle 4: Document your processes, execute on data requests and report any issues or data breaches within the guidelines <click>
Principle 5: Our digital world is constantly evolving and Veeam believes our digital world will change more in the next 5 years than it has in the last 10 years. Organizations must constantly evaluate and test their existing procedures and protocols and evolve and enhance them as our digital world evolves. <click>


1 Conozca sus datos

Lo mas importante que debe tener en
cuenta es que necesita conocer los datos
gue posee.


Moderador
Notas de la presentación
TRANSCRIPT: Let’s dive deeper into the first step in your journey and the first principle or lesson that we learned. The most important thing you need to be aware off is that you need to know your data that you own. <click>


[ Identificar J

Lo que debe hacer es identificar si su organizacion posee informacion de identificacion
personal (PII) de un residente de la UE.

PII es una categoria (muy) amplia de informacion. La definicion es: CUALQUIER dato
que pueda usarse para identificar a un individuo. Obviamente, se le ocurrira el nombre,
la informacion de contacto, las imagenes, pero puede ser mucho mas y se puede
almacenar de muchas formas. Direcciones IP, datos de ubicacion a traves de una
aplicacion, formularios de comentarios, datos de programas de recompensas y mucho
mas. Ademas de PII tambien hay otra categoria llamada PII sensible que tiene pautas
aun mas estrictas en GDPR.

Sepa también que debe mirar mas alla de los datos externos. Dentro de su organizacion,
los datos de sus empleados (principalmente con recursos humanos) tambien son PII vy, si
tiene empleados europeos, significa que también debe saber cuales son esos datos



Moderador
Notas de la presentación
TRANSCRIPT: You need to take is identify if your organization has personally identifiable information (PII) of an EU resident. I had already conversations with organizations that said they didn’t, until I asked some questions and they realized they actually did.
PII is a (very) broad category of information. The definition is: ANY data that can be used to identify an individual. Obviously, you will think of name, contact information, pictures but it can be much more and can be stored in many forms. IP addresses, location data through an app, feedback forms, data from reward programs and much more.  Besides PII there is also another category called sensitive PII which has even more strict guidelines in GDPR. 
Know also that you have to look at more than just external data. Inside your organization, your employee’s data (mostly with HR) is also PII and if you have European employees, it means that you need to be aware of what that data is also. <click>



! Acceso ]

Comprender quién tiene acceso a esos datos. GDPR es muy estricto sobre quién puede
ver que tipo de datos y solo las personas que necesitan acceder a él con buenas
razones, que estan definidas en los términos del contrato pueden tener acceso.

Elabore un mapa claro de quién tiene acceso y qué tipo de acceso tienen. ¢Pueden
leerlo? ¢Todo ello? Pueden ellos modificar? Tenga en cuenta que esto debe realizarse en
todas las copias de esos datos. En produccion, copia de seguridad, copia de seguridad,

etc.


Moderador
Notas de la presentación
TRANSCRIPT: The next step in knowing your data is defining and understanding who has access to that data. GDPR is very strict on who can view what kind of data and only persons that need to access it with good reasons, which are defined in the terms of contract (I will come back to that later on) can have access. Build a clear map of who has access and what type of access they have. Can they read it? All of it? Can they modify? Be aware that this needs to be performed on all copies of that data. In production, a backup, backup copy and so on <click> 


: Ubicacion |

También necesita saber donde vive. Eso incluye los datos de produccion, pero también
cualquier copia de esos datos. GDPR solo permite la transferencia de datos a paises no
europeos que aplican las mismas reglas. Esta lista de paises no es definitiva y puede
cambiar en funcion de las medidas que esos paises toman en torno a la privacidad de los
datos.

Es probable que los datos que residen en sus propios centros de datos se encuentren
facilmente, pero éque ocurre con los datos que quedan en los servicios en la nube?
¢Sabe donde se encuentra fisicamente?


Moderador
Notas de la presentación
TRANSCRIPT: Knowing what your data is, who has access to it is not enough. You also need to be aware of where it lives. That includes the production data but also any copy of that data. GDPR only allows the transfer of data to non-European countries which are known to apply the same rules. This list of countries is not definite and can change depending on the measurements those countries take around data privacy. Data that resides in your own datacenters is probably easily located, but what about the data that remains on cloud services. Are you aware where it is physically located? <click>


{ Consejo: jorganigramas! }

Crea diagramas de flujo de tus datos. Donde se esta recolectando, a qué lugar se lo esta
transfiriendo, qué-se esta haciendo-con €l y quién tiene acceso a él.

Un diagrama de flujo le dara una indicacion visual de las respuestas-a esas-preguntas. Si
bien es muy probable quese trate de un proceso continuo, llevara bastante tiempo la
primera vez y sera mas facil y consumira menos tiempo después. Su-DPO,-si-lo necesita,
o el responsable de GDPR tendra una vista completa del procesamiento de los datos


Moderador
Notas de la presentación
TRANSCRIPT: Create flow charts of your data. Where is it being collected, to what place is it being transferred, what is being done with it and who has access to it. A flowchart will give you a visual indication of the answers to those questions. While this is most probably a continuous process, it will take quite a while the first time and should be easier and less time-consuming afterwards. Your DPO, if you need one, or the GDPR responsible will have a full view on the processing of data. <click>


Consejo: jrevisar Opt-In!

Muchas organizaciones ya tendran acuerdos de suscripcion voluntaria para
comercializacion, envio de boletines y mucho mas. Aconsejamos revisar todos aguellos y
adaptarlos cuando sea necesario. Para algunas organizaciones, eso significa que tendras

gue volver a enviar a toda tu base de datos de contactos y pedir permiso de nuevo.


Moderador
Notas de la presentación
TRANSCRIPT: Many organizations will already have opt-in agreements for marketing, sending newsletters and much more. We do advise to review all of those and adapt them where necessary. For some organizations that will mean you will need to resend to your entire contacts database and ask for permission again. <click>



2 Administre sus datos


Moderador
Notas de la presentación
TRANSCRIPT: After you have done the exercise to know your data and probably created datamaps around it, it is time to manage your data. This is rather crucial to start this as soon as the first exercise is done, otherwise you will need to redo the first principle again. So start preparing this principle while doing the mapping of the data, so you can start with it as soon as that exercise is done. <click>


[ ldentificacion }

En la mayoria de las organizaciones, los datos PII probablemente se almacenaran en
fuentes de datos especificos, como maquinas virtuales, maquinas fisicas e instancias de
la nube. Notamos que muchas organizaciones estan usando software especifico (lo mas

probable es que trabajen solo en datos de produccion) que solo etiqueta datos
especificos. Sin embargo, también es importante etiquetar a los titulares de esos datos.

Si su solucion de software tiene un sistema de etiquetado, uUselo para etiquetar cada

instancia que posee datos PII. El informe de esa solucion de software deberia basarse en
el etiquetado, lo que hace que la vida del OPD sea mas facil de nuevo para que no tenga
gue extraer datos de los informes con regularidad.


Moderador
Notas de la presentación
TRANSCRIPT: In most organizations the PII data will most probably be stored on specific data sources such as virtual machines, physical machines and cloud instances. We noticed that many organizations are using specific software (most probably working only on production data) that tags specific data only. However, it is also important to tag the holders of that data. If your software solution has a tagging system, use it to tag every instance that owns PII data. The reporting out of that software solution (we will talk about this in principle 4) should then be based on the tagging making the DPO’s life easier again so he or she doesn’t have to extract data out of reports regularly. <click>



{ ¢ Por que acceder? }

Durante esta fase, también es el mejor momento para revisar todas las personas o
unidades de negocios que tienen acceso a cierta informacion. éPor qué tienen acceso?
(Debe quedar claro a partir de esos diagramas de flujo) Hablando en un idioma de TI,

este es tambien el momento de eliminar los nombres de usuario de las entradas de ACL
y trabajar solo con grupos de seguridad. Algunas personas ciertamente tendran acceso a
datos que podrian haberse necesitado hace afios pero que ya no son necesarios.
Modifiquelo, adaptelo y deje que su DPO (o su responsable asignado) revise
periodicamente esas listas de acceso y retire el acceso cuando ya no lo necesite.


Moderador
Notas de la presentación
TRANSCRIPT: During this phase, it is also the best moment to review all the persons or business units who have access to certain data. Why do they have access (should be clear from those flowcharts) Speaking in an IT language, this is also the moment to remove usernames from ACL entries and work with security groups only. Some people will certainly have access to data which might have been needed years ago but is absolutely not necessary anymore. Revise it, adapt and let your DPO (or assigned responsible) revise those access lists on a regular basis and withdraw access when it is not needed anymore. <click>


3 Proteja sus datos


Moderador
Notas de la presentación
TRANSCRIPT: Let’s look at lesson 3 that Veeam has learned. Protecting the data is crucial and is by most organizations not fully considered. <click>


{Cifrado de extremo a extremo]

Los datos son vulnerables cuando se mueven a traves de la red. Si esto es interno o
externo, cuando esta en transito puede ser interceptado. También es vulnerable cuando
esta en REST. Esto es tanto para datos de produccion como copias de esos datos.
Asegurese de utilizar cifrado de extremo a extremo para los datos.


Moderador
Notas de la presentación
TRANSCRIPT: Data is vulnerable when it is being moved over the network. Whether this is internal or external, when in transit it can be intercepted. It is also vulnerable when it is at REST. This is both for production data as copies of that data. Make sure that you use end-to-end encryption for the data. <click>


4 Documentar y cumplir


Moderador
Notas de la presentación
TRANSCRIPT: Let’s have a look at the 4th lesson that we learned in our journey. <click>


~ Transferencia de datos |

Cuando posee datos de una persona, esa persona puede solicitar los datos y debe
entregarlos en un formato facil. En Veeam aprendimos gue la mejor manera de hacerlo
es recuperar los datos de la ultima copia para que no interfiera con los datos de
produccion. Ser capaz de entrar en esas copias y exportar los datos en formatos
conocidos sera crucial si recibe esta solicitud. Pero si ha identificado sus datos en la
leccion 1, conozca la ubicacion, entonces la busqueda a traves de esa copia (con las
herramientas correctas) debe ser facil y rapida.


Moderador
Notas de la presentación
TRANSCRIPT: When you own data of a person, that person is allowed to request the data and you need to deliver it in an easy format. At Veeam we learned that the best way to do this, is to recover the data from the last copy so that you don’t interfere with the production data. Being able to go into those copies and export the data in known formats is going to be crucial if you receive this request. But if you have identified your data in lesson 1, know the location, then searching through that copy (with the right tools) should be easy and fast done. <click>


5 Mejorar continuamente


Moderador
Notas de la presentación
TRANSCRIPT: 25th of May 2018 is the day that the grace period for GDPR stops. From that moment on, there is a possibility that you can get audits and fines can be given. We noticed in our research that many companies believe that their GDPR project will end at that day. At Veeam, we believe it is just the beginning. Even when you finish all the 4 steps you will need to continuously improve. Your DPO will need to make adjustments based on the reporting and dashboards. New projects will need to fit into the overall vision and changes will need to be incorporated. <click>


Continuously improve


 HELP

No hay una sola solucion de software o hardware que pueda cumplir. De hecho, hoy en
dia, ningun software puede afirmar que cumple con GDPR, ya que no existe una
certificacion como tal en este momento. Convertirse en GDPR compatible es un proceso
que incluye flujos de trabajo, procesos, personas y software. Entonces, édonde puede el
software Veeam ayudar a su organizacion? éQué informes, qué funcionalidad incluye las
soluciones Veeam que ayudaran a su organizacion en su camino hacia GDPR?



Moderador
Notas de la presentación
TRANSCRIPT: There is not a single software or hardware solution can make you compliant. In fact, no software today can claim that they are GDPR compliant as there is no certification as such at this moment. Becoming GDPR compliant is a process that includes workflows, processes, people and software. So where can Veeam software help your organization? What reports, what functionality comes with Veeam solutions which will help your organization in your road to GDPR? <click> 


[ Ubicacion J

Saber donde se encuentran fisicamente sus datos es importante para GDPR. En Veeam
Availability Suite, hemos creado un sistema de etiquetado que le permite etiquetar sus
datos de produccion, copias de seguridad, copias de seguridad, réplicas e incluso
ubicaciones de cintas. Hay informes disponibles que le brindan una vision general
completa de donde viven sus datos. De la produccion a la cinta. Cuando desee restaurar
datos en una ubicacion diferente a la ubicacion de produccion original, se le dara una
advertencia para evitar errores humanos


Moderador
Notas de la presentación
TRANSCRIPT: Knowing where your data physically is located is important for GDPR. In the Veeam Availability Suite we have built in a tagging system that allows you to tag your production data, backups, backup copies, replica’s and even tape locations. Reports are available that give you an entire overview where your data lives. From production to tape. When you want to restore data to a different location than the original production location, a warning will be given to avoid human mistakes. <click>


| Verificacion }

Hablamos de proteccion de datos y seguridad por diseno. Y también discutimos que
necesita volver a traer los datos en linea tan pronto como sea posible en caso de que
algo le suceda. En Veeam, fuimos pioneros en SureBackup y SureReplica como una
solucion para probar si sus respaldos y replicas son realmente utilizables en caso de un
problema. A traves de nuestra tecnologia de laboratorio virtual, puede iniciar la maquina,
ver si se ejecuta y ejecutar las secuencias de comandos dentro para probar y verificar
que todo este funcionando. Todo esto se puede hacer de forma automatizada


Moderador
Notas de la presentación
TRANSCRIPT: We talked about data protection and security by design. And we also discussed that you need to bring back the data online as soon as possible in case something happens to it. At Veeam we pioneered SureBackup and SureReplica as a solution to test whether your backups and replicas are actually usable in case of an issue. Through our virtual lab technology, you can start the machine, see whether it runs and run scripts inside to test and to verify that all is working. All of this can be done in an automated way. <click>



~ Retenci6n de datos |

Mantenga sus datos por el tiempo que sea necesario. Veeam le brinda la posibilidad de
retirar sus copias de datos a cierta edad, segun sus necesidades y requisitos.


Moderador
Notas de la presentación
TRANSCRIPT: Keep your data for only as long as it needed. Veeam gives you the potential to retire your data copies at a certain age, depending on your needs and requirements. <click>


~ Recuperacion instantanea |

Hablando de recuperaciones que necesitan ir rapido. Nuestra tecnologia de recuperacion
instantanea, que nuevamente es algo que Veeam ha sido pionero. Iniciar la maquina
desde el archivo de copia de seguridad le dara acceso instantaneo a los datos
nuevamente. Al mismo tiempo, podra transferir los-datos a su ubicacion original,
manteniendo los datos disponibles en todo momento.


Moderador
Notas de la presentación
TRANSCRIPT: Speaking of recoveries that need to go fast. Our instant recovery technology, which is again something that Veeam has pioneered. Starting the machine from the backup file will give you instant access to the data again. At the same time, you will be able to transfer the data back to the original location while keeping the data available at all times. <click>


{ Cifrado de extremo a extremo ]

Veeam Software ofrece la posibilidad de encriptacion de extremo a extremo tanto en
transito como en reposo. Esto garantizara que sus datos esten seguros cuando se
transfiera desde la produccion a un destino de copia de seguridad o replica,
especialmente cuando abandona sus instalaciones.


Moderador
Notas de la presentación
TRANSCRIPT: Veeam Software delivers the possibility for end-to-end encryption both in transit and at rest. This will make sure that your data is safe when it is being transferred from production to a backup or replica target, especially when it leaves your premises. <click>




( )
Control de acceso basado en roles
(RBAC, por su siglas en inglées)

- J

Quiéen tiene acceso a sus datos y, en este caso, quién tiene acceso a las copias de los
datos. Con el control de acceso basado en roles de Veeam, puede definir quién tiene
acceso y, mediante el informe de Veeam ONE, puede registrar las actividades e informar
sobre ellas


Moderador
Notas de la presentación
TRANSCRIPT: Who has access to your data and in this case, who has access to the copies of the data. With Veeam’s Role Based Access Control you can define who has access and through reporting off Veeam ONE you log the activities and report on it. <click>



{ Exclulr }

A veces es necesario no proteger ciertos datos debido a la sensibilidad o porque no se
puede reutilizar después de un corto periodo de tiempo.

Veeam puede excluir datos de las copias de seguridad y replicas basadas en maquinas
virtuales, discos e incluso archivos y / o carpetas al usar nuestra tecnologia de agente,
manteniéndolo en conformidad en todo momento


Moderador
Notas de la presentación
TRANSCRIPT: Sometimes it is necessary not to protect certain data because of sensitivity or because it is not re-usable after a short period of time. Veeam can exclude data from the backups and replicas based on VMs, disks and even files and/or folders when using our agent technology, keeping you in compliance at all times. <click>


iGracias!

VEeCSAM
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